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Revision
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I.SCOPE / PURPOSE: The purpose of this policy is to describe the County of Kauai’s (COK)

procedures for protecting documents containing Personal Information.

Background:

The 2008 Hawai‘i Session Laws Act 10 was enacted on July 8, 2008. The purpose of Act
10 is to implement recommendations of the Hawai‘i identity Theft Task Force’s
December 2007 report to protect the security of personal information collected and
maintained by state and county government agencies.

-

.RESPONSIBILITY: All County of Kauai agencies, boards and commission are responsible

for safeguarding the confidential information with which we have been entrusted in
serving the citizens of Kaua'i. Identity theft is one of the fastest-growing crimes in our
state, and the proper handling of any personal information within our control is a
paramount concern to the County of Kaua'i. This responsibility requires the continuing
diligence of all of our employees to limit the potential for mishandling or losing
personal information. Accordingly, the following procedures are to be implemented
immediately and must be observed by all employees.

lll. DEFINITIONS:

“personal Information” is the First Name or First Initial, and Last Name, in combination
with any one of the following:

» Social Security Number
Driver’s License Number or Hawai™ | ID Number
e Account Number, Credit or Debit Card Number, Access Code, or Password that
would permit access to an individual’s financial account.

IV. PROCEDURE:

A. Document Storage

The following procedures must be observed for storing confidential documents:

1. All hardcopy confidential documents maintained by the agency shall be
stored in a secured area accessible to only those employees whose job
function requires them to handle such documents. A secured area includes a
locked drawer, cabinet, or room. Access to these areas must be controlled

and monitored.
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2.

All electronic confidential documents maintained by the agency shall be
safeguarded against possible misuse by complying with the Information
Technology Computer Use, USB Flash Drive, Standard Mobile Device and
Document Destruction Policies as attached in Exhibit A, B, C, and D
respectively.

B. Document Processing

Business needs frequently require that confidentiatl documents be removed from
secured areas in order to perform necessary job functions. The following
procedures shall be followed when such documents are in possession of an
employee in the course of the employee’s job duty.

1.

When not in a secured area, the confidential documents must not leave the
employee’s immediate control. Documents of this nature cannot be left
unsupervised while physical controls are not in place,

When not in a secured area, precautions must be taken to obscure the
confidential information from view, such as by means of an opaque file
folder or envelope. Confidential information shall not be left in plain view in
a vehicle.

Confidential documents must be inspected thoroughly to ensure they do not
contain any misfiled confidential information from other files.

To protect electronic confidential documents, all employees shall leave their
computers in a ‘locked or ‘logged off’ state, when not in immediate vicinity
of the employee’s work area.

The County shall strive to redact personal information in electronic
documents where possible, reduce any unnecessary collection of personal
information, and ensure data is properly encrypted on all mobile devices.

€. Document Shipping

Shipping to an Individual or Business

Business functions frequently require that personal information be mailed to
external destinations, such as Contracts, RFPs, etc. When in transit, these
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materials are not in our immediate control and must be secured to the best of
our ability beforehand. The following procedures must be observed when
shipping confidential documents:

1.

Preparation of Documents

a.
b.
c.

d.

Documents must be packaged in such a way as to not have any personal
information viewabie.

All destination addresses must be inspected thoroughly and confirmed to
avoid delivery to a wrong address or person.

Ensure that the correct return address is provided in the event the
package is undeliverable.

Contents of shipments must be verified to contain only appropriate
inforrnation for the intended recipient.

2. Shipping Materials

a. Use shipping envelopes made of fibrous or polymeric material or
reinforced shipping boxes made of sturdy corrugated material with a
limited number of seams.

b. Ensure the container is the appropriate size to accommodate the secure
and safe delivery of contents.

¢. Storage containers, including certain archive boxes, are not considered
suitable for shipping as they are collapsible and damage easily when
navigating large distribution center equipment and processes.

d. Never reuse shipping containers that are worn or have been torn. Use
super strength, 2 inch wide packaging tape.

e. Secure all seams of package with tape. Run tape completely around
package, not just the flap and bottom seam. Secure package further by
running tape horizontally and vertically around the center of the
package.

3. Package Labeling

a. Be sure the shipping label inciudes a complete recipient name, address,
and, for businesses, telephone number; and, that it also includes the
sender name, return address and telephone number. The telephone
numbers provide a means of contact when/if for some reason the
package is misrouted or damaged during the shipping process.

b. Make sure the entire label is securely affixed to the center front of
package and it is clearly visible.

¢. DO NOT MARK THE PACKAGE CONFIDENTIAL.
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4. Shipping Method

a.

Packages containing confidential material are to be sent by method(s)
that provide for complete shipment tracking and history, and signature
confirmation of delivery.

D. Shipping between Offices

All files and records being shipped between County offices or between County
and external associates must employ all of the above procedures and the
following:

1.

2.

Inventory of Confidential Documents

a.

b.

Shipper is to inventory and document all records being shipped prior to
shipping.

The inventory record includes, at a minimum, the name and tracking
number of the record(s) being shipped, the destination, the sender
name and contact number, the recipient name, the date shipped and a
place to record the date of when the shipment reaches its destination.
An electronic copy of this inventory must be emailed to the intended
recipient notifying them of the pending arrival.

Timely Acknowtedgment

a.

Shipper is to include a copy of the inventory document in the shipping
container so that the recipient can verify contents of shipment upon
arrival and acknowledge to sender that all record(s) were received.

If a shipment has not been acknowledged by a recipient within 24
hours, shipper will follow-up with the recipient office and/or shipping
organization as appropriate.

E. Breach Notification and Incident Reporting

if documents containing confidential information are improperly disclosed, lost,
or reported as not received, the following procedures must be immediately
followed: ‘

An employee shall notify the Information Technology Help Desk
Administrator, and an incident-report (Exhibit D as attached) form must
be completed and submitted within 24 hours of discovery of the incident.
The submitted report is to contain a detailed account of the incident,
events leading to the incident, and steps taken/to be taken in response to
the incident.

1.
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The supervisor will communicate the situation to the reception staff or
those that regularly field calls from the public so that they are prepared
to answer phone inquiries by individuals who have been notified of the
loss or disclosure of their records.

F. Each agency, board and commission is responsible to inform the Mayor’s ISPC
appointee of any additional use of personal information or pertinent changes to

G.

forms.

The County agencies, boards and commissions are advised not to do any of the

following:

1. Intentionally communicate or otherwise make available to the general
public entire SS#.

2. Intentionally print or imbed entire $S# on any card required to access
products or services,

3. Require entire SS# to access an internet website, unless a password or
unique personal identification # or other authentication device is also
required to access the website.

4, Print entire SS# on any material that is mailed, unless the materials are

employer-to-employee communications or where specically requested by
the indivudal.

H. Consequences

It is the responsibility of agency supervisors to ensure their staff’s compliance
with these procedures. Failure by the agency employees to comply with the
procedures defined in this directive may result in disciptinary action.

Authority

CHAPTER 487N
SECURITY BREACH OF PERSONAL INFORMATION

Prepared by: Nyree Norman Date last revised: 12/31/08 Page Number:

5/6

Original release date:

12/24/2008

Reviewed by : Eric Knutzen

Approved by: Wallace Rezentes




Decumentation
Procedures for Number: ITPO030
Protecting Personal
- Information
County of Kaua’i
Revision
Level; 12/31/08

V. ATTACHMENTS:

Exhibit A - Information Technology Computer Use Policy
Exhibit B - USB Flash Drive Policy

Exhibit C - Standard Mobile Device Policy

Exhibit D - Document Destruction Policy

Exhibit E - Personal Information Security Incident Report Form

VI, ANNUAL REVIEW, REPORTING, POLICY AND OVERSIGHT RESPONSIBILITY

vil.

The Mayor's appointee to the statewide Information, Security and Privacy Council (ISPC)
is responsible to conduct an annual review of this policy, as well as to have county
oversight regarding the protection of personal information. The County will work with
identification of collection of unnecessary information and perform an annual review
regarding the potential of any unnecessary collection of personal information, as well
as redaction personal information. Furthermore, an annual report is to be submitted to
the County Administration as wetl as to the ISPC, following any timeline so published by
the ISPC.

REFERENCES

For a copy of this policy or any documents referred to within this policy please refer to
the following Personal Information Document Library link:

http: / /cok-sp-01/Personal%20information%20Document%20i ibrary/Forms/Allltems. aspx
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l.. SCOPE/PURPDSE: ‘ !
The scope of this policy covers the County of Kaua‘i computer hardware, Internet
coningction and ermail systém. The Information Techrology Division is responsible for
maintaining computers,. providing. Internet access and an email system to the computer
users of the County. The purpose of this policy is to define propei use of these systems
and is applicable to every user of County computers, which are for busingéss usage: only.
This policy supersedes the internet and E-mail Policy dated March 15, 2001, '

il. APPLICABILITY:

The Computer, Email ahd interriet Usage Policy of the County of Kaua'i is applicable to’
all employees of the County of Kaua'’i except employees in Bargdining Unit 1. Therefore;
no Unit 1 employee shalt utilize the: County's computer system 1o access the Internet or
email, except while on temporary assignment (TA) to a position in another bargaining
uriit that provides the'employée with accéss and use of the Internet ‘and email. 1f a Unit
1 employee becomes subject. to this policy because of a TA to another position outside of
‘Unit'1 and a violation of this' policy occirs, discipline shall be taken in accordance with
the Uit 1 contract.

Iif.. DEFINITIONS: - -

Network - intercorinected group of computer equipment

User - Comiptiter user autharized to be on the County hetwork
IV, RESPONSIBILITY:

Use of County, of Kdua'i computers, networks, Internet and email i$ a privilege sranted by
management and may be revoked at any time. for inappropriate conduct inctuding, but
not Himited to:

Engaging in private-or personal business activities;
Sending chain letters;

Handling materiat with pornographic or sexual content;
Misrepresenting onéself or the County of Kaua'i;
Engaging in unlawful or malicious activities;

a &2 © e 8 9

F H A R

Using abusive, profane, ‘threatening, racist, sexist; or otherwise objectionable

language in ejther. public of private messages;

Religious or political causes; , , |

e Causing congestion, -disruption, disablement, alteration, or impairment of
County networks or systems; ‘

¢ infringing in any way on the capyrights or trademark rights.of others;

%
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Using recreatfonal games;
Defeating or attempting to defeat security restrictions on County: systems and.
applications; and/or
Using another person’s account;
»  Virus creation or propagation.

V.PROCEDURE:
A. Computer Use: '

The County of Kaua’i prowdes computers, peripheral devmes, servers and networks-
to the extent required for-daily operations. This equipment is property of the: County

~ and will be maintained and moved by the County 1T Division. Usersnieed to protect;
against unauthonzed access to the County computers in their area. Users are not to
share their passwords with anyone, and ‘are: respon51bte for “any misuse of their
authenitication information.

The County provides. licensed copies of software that is instalied on computers The
IT Division must approve-and install all software, No County owned software may be
installed. on non-County computers. No unauthorized. software shall be: mstal[ed ot
County computers.

Files stored on Caunty computers must be related to the County’s Mission: No mp3,
mpd, wav, mpg, .jpeg, audio or video files not related to work areto be stored on
County computers.

As part of the County s efforts to have a warkp{ace free of harassment, the. County-
prohibits. the' use of computers, email or- the:!internet in ways that are dtsruptwe,
offensive to others, or harmful to morale.

B. Electronic Mail:.
Electronic 'mait is. provided as'a communication tosl for County business purpases
Email messages should be written in a clear,; concise, businesslike style, as these
communications. represent. the County. ‘When sending ‘email, ensure they are
addressed to individuals authorized to receive the information contamed in i, does
not. contradict County policy, and ‘does not contain statements that could be
construed as' racist, seéxist, msultmg or_ otherwise offenme. Information or
attachments that are considered confidential should not be sent outside the County:
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network. Data sent.outside the County’s secure network is not secure and may be
read by others. '

Computer viruses. can be contained in email attachments which could replicate
through the County network, pose a security risk to County- data, or hinder daily
operations. Do not vpen suspicious email attachments, or-attachments from persons
you.do not know. 1

All email messages’ are the property of the County,. are subject to periodic,
gnannounced inspection and may be disclosed without user permission.. This includes
attachments included with email, ’

No email shall be'retained on the County systerms longer than 90 days.

County mailboxes may not exceed the imit of storage space. lsers are responsible
for deleting ‘or. archiving email messages from their mailbox. Theemail system will
send warnings as mailboxes' approach their size limits.. If mailboxes. reach their
limits, they will be automatically disabled. Users must contact the helpdesk to
reopen the mailbox, and must immediately clean the mailbox to prevent it from:
being locked again. :

¢, internet Use: ‘ ‘

The County of Kaua'i permits access to the Intérnet to those who require it for
business purposes. Deépartment heads may request empldyee access o the internet
via the Internet Access Request Form, attached as Exhibit A. Beforé access s
granited, the employee and department head shall sign the County of Kaua'i Internet
Access Agreement, Exhibit B, and Acknowledgement of Receipt, Exhibit C. Al
emiployees are held responsible for abiding by this and all subsequent internet
policies.

Every County computer user is responsible for ensuring that the intetnet service will
be used in an efficient, ethical and lawful manner.. The Information Technology
Division monitors'web sites that users visit and may disclose. this information without
user permission.. lrternet usage is regulated by the rules of conduct: listed above.

The internet is largely unsecure; thus leaving the County vulnerable to attacks from
hackers or viruses. For this reason, only IT personnel are allowed to download
software from the intérnet, orinstall any software on County computers..
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The County purchases services that provide bandwidth, ‘or the capacity for data.
transfer of an elecironic communicatioris systém. Restrictions must be placed on.
internet usage: for security purposés and to' prevent communications: reaching
capacity. Web filters are in place 0 regulate the sites that may be visited; accordmg‘
to the rules of cohduct, and which assists in’ preventing: over-usage of bandwidth.

Any time you have thé Internet open, you are using bandwidth. Streaming media
such as internet radio and on-line videos are restricted, unless expressly approved for
business purposes, by submitting Exhibit B to the IT Division.

0. ACKNOWLEDGMENT OF RECEIPT:
The: Acknowledgment of Receipt is attached as Exhibit €. Wheén a new hire }oms ‘the:
County, the. personnel. representatwe in the respective department will: prowde g
copy of this:policy to the new hire. The new. ermployee will read the policy and sign,
the Acknowledgment of Receipt. The otiginal signed copy is then to be filed by the
department’s personnel representatwe, who also makesa copy and forwards to the:
Persannel Department for inclusion inthe employee’s personnel files.

E. ATTACHMENTS:
 Exhibit'A: County of Kaua‘i Add/Delete form
Exhibit B, Internet Access Request Form
Exhibit €. Acknowledgment of Receipt

V1. NON-COMPLIANCE:
Non- comphance w*nth the County's Computer, Email and internet policy, guidelings or
procedures may result in the revocation of the Internet or email privileges and/or other
appropriate’ disciplinary action,. including repnmanci suspension and ‘termination of
employment in accordance with applicable bargaining unit agreements, or if warranted,
crimihal prosecution or civil liability.
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1. SCOPE/PURPOSE :
To clearly outline the County of Kaua‘i (COK) policy: regarding the use of all data storage media which can beé
easily moved, with special focus on USB Flash Drives. :

I, RESPONSIBILITY:
AL COK ermployess.

Hl, DEFINITIONS::
“portable Dats Storage™ = Includes USB Flash Drives (referred to by’ some as memory stlcks), i L drwes, €D’k as
well as DVD's and any other type of data storage which data may be ‘saved to and easily taken off COK premisgs.

“Easily taken off COK premises” = We are restricting this to mean that CD's, DVD's, ZIP drwes, USB. Flash Drives.
and the like may with great ease be moved off COK premises Please use sober cormmon sense to uridefstand this -
obviously computers-can also be moved off premises. ‘but'not as “easily” - as, for example; USS Flash Drives.

“UUSB Flash Drives™ - are pocket sized ultra portable storage devices (about the size.of a h1ghhghter pen) that hiotd
8Mb - 5GB or more of data that can be instantly accessed from-any PC with a USB gort. These devices offér users
a convenient alterrative to floppy disks and ZIP drives; but also gresent a significant secunty chalieng Exarnples.
across the world attest to the loss of data, and resulting: potentsa& harm to others due to the ease with which
large.aroints of data may be brought off site or'viruses, malicious software etc introduced to compliters land
networks,

V. POLICY:
A, No portable data storage units:suchas CD's, DVD? s or ZIP Drives may be taker off COK prem:ses without! the
express permission each and every time by a Department Head. '

B. USB Flash Drives are not to be brought onto COK premises. This includes privatety owned USB Flash Drivey. As.
such, no USB Flash Drive is'at any time be connected to any- USB port ori"COK equzpment for any reason

C. Exceptions to this are made only by the IT Steering Committeeapproving the. purchase of USB Flash Drives by
-applying through the Supptemental Computer Request {SCRY application process.

V. REFERENCE:
This docuiment is to'be updated by the IT Manager; and is to be accessible by all County of i(aua i employees

VI, ATTACHMENTS: N/A
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1.SCOPE./ PURPOSE:

The purpose of this document is to define the policies pertaining to all mobﬂe
devices - to ease in the efficient, effective and data secure support of such
equipment. Such policies pertain to the standardmatmn of the equipment provided :
as well as the configuration and support of such mobile devices.

f1. RESPONSIBILITY:

I,

The information Technology Division (IT) is responsible for ‘Supporting all’ mobﬂe
devices owned or leased. by the County of Kaua‘t, As such, the user of such mobile
device is to bear- the responsibility while in possession of such mobile dev:ces to

respect this policy.

User lack of ‘respect for this policy and abuse can result the user being held
accountable and can be prosecuted under applicable statutes.

DEFINITIONS:
IT an abbreviation for Information Technology

Mobile Devices: Devices including. but not limited to laptops, PDA’s;. and srart
phories,

User: Any person using mobile devices

V. POLICY:

A, Standard mobile devices are'to:

¢ Restricted to the use of Microsoft offered software
¢ Standard security software defined by the IT Division
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V. POLICY:

A Standard mobile devices

1.1

Unacceptable use:

Unauthorized copying of Copy-protected material {(Music, Video, etc.) :

Destruction of or damage to the equipment, software or data belongmg to the
County of Kaua‘i or other users

Providing, assisting in or gaining unauthorized or inappropriate access to the
Caunty of Kaua'i computing resources

Activities that intérfere with the ability of othiers to use resources. effectweiy
(i.e.,’streaming radio which impacts network traffic) :

® Obtam extra resources not. authorized to the user, or
o Gain unauthorized access to systems by using knowiedge of:

1.2

-Aspedial passw.nrd

Loopholes in compiter security systems;.

.Another user’s password, or

Access abilities used dunng a previous pcmtmn
Harass, defathe, intimidate or threaten anyone through the use of compu’ang
af’ network resources for sexual. harassment issues
Use computing or network resources for profit, commercial or pohttcal use
Consume excessive IT resources, (i.e,; Internet Bandwidth-streaming)

Hardware:
All computer hardware is the property of the County of Kaua‘i and maantamed
by the Information Technology Division
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1.3

1.4

Desktop systems and peripherals (pnnters, monitors, etc.) may only be moved
by the Information Technology Division. The Department may ca!! the

' Heipdesk_ to schedule moves

Software instaliation
Only legat copies of County owned software can be loaded on computers. No-

individual users'may load software. Information Technology Division must

approve and load all software: Any software not approved and installed by

1.T. will be removed (i.e., games, etc)

Na County owned software- may be loaded on any non-County equxpment‘
{personat)

Users may not download software from the internet unless it is appreveé by
LY.

Do not load any games:on County owned Computers

Saving files fo complters and network drives

Do not store any mp3 files that.is not related to work or the County’s Mission
Do not store any picture fites (;peg, etc;) that is not related to work or the
County’s Mission

Do not store any video files that is not related to work or the County's Mission

1. Accéss to-Computers and Networking resources

The County makes every effort to provide secure, reliable computing and

networking resource. However, such measures are not fooiproof and the secunty
of a users electronic information is the responsibility of the user,

Under no circumstances may an external network be interconnected to act a a
gateway fo the County’s network without coordination and approval from the 1.T
Division..

1.1 Sharing of access

Prepared by:: Lynnette Meatoga

Date last revised: August 9, 2007

373

Reviewed By : Eric Knutzen

Page Number:

Original release date: August 9,
2007

Approved by: [T Steering
Committee




Information e
hn l . T L Documentatmn_.
Technology Team Number:ITPO025:
Standard Mobile
| Device Policy
County of Kaua’i
Revision
- Level: October 16, 2007

Access to computing and networking resources, computer accounts, password
and other type of authorization are assigned to individual users must not be
shared with others. Users are responsible for any use or misuse of their
authentication information. ' '

Vl. REFERENCE: This document is to0 be updated by the information Technotdgy Teaim'
Manager, ahd is accessible by-all County of Kaua'i employees at the IT Team Division,
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I.SCOPE / PURPOSE: The purpose of this policy is to describe how the County of E&\;\‘QS" D
Kaua'i (COK) coordinates its administration regarding the destruction of records,

whether the records are in paper/hardcopy form or electronic form (hard disk,

microfilm, or other electronic media).

The scope of this policy regards the method by which all county related records may
be destroyed. Such records include but are not limited to:

¥ Qutdated records as defined by the County of Kauai Records Retention
Schedule
Records in hardcopy form (paper documents)
Records in electronic form (email, €D, DVD, hard disk, video, audio, etc)
Public or confidential information

SSANEN

Ii. RESPONSIBILITY: All agencies are responsible to follow the policy regarding records
destruction as outlined here.

IN. DEFINITIONS:
“Records Destruction” = the act of permanently and concurrently destroying
electronic or hard copy versions of any record or series of records.
“Records” = an item or collection of data retained by County of Kauai {paper or
electronic media containing information pertaining to employees, transactions, or
public information)

IV. PROCEDURE:

A. The department is to complete the attached Certificate of Destruction form, and
save it electronically to the County of Kauai Laserfiche document repository in
the “COK-IMAGING\*County-wide\Certificates of Records Destruction” folder using
the following file naming convention: DepartmentName YY-MM-DD

B. When the shredding method is used, the shredder must cross-cut to no larger
than 1/8”x1-1/8” pieces.

C. To destroy electronic media, such as CD’s or DVD’s, the department may choose
to send it to the IT Help Desk Clerk with Certificate of Destruction signed by the
Department Head, describing the contents of the media. Upon destruction of the
media, the certificate will also be signed by the 1T Help Desk Clerk and a witness.

D. The following people must sign the Certificate of Records Destruction form: the
person destroying the records, a witness, and the Department Head.

E. Questions regarding this policy may be forwarded to the IT Help Desk by catling
241-4400.

V. REFERENCE: This document is to be updated by the Information Technology Team
Manager, and is accessible by all County of Kaua’i employees at the IT Team Division.

Vi. ATTACHMENTS: Certificate of Records Destruction form. Electronic pdf versions are
available on the Laserfiche document repository in the following folder:
COK-IMAGING\*County-wide\Certificates of Records Destruction.

Prepared by: Mandi Swanson Date last revised: 10/10/08 Page Number:
112

Reviewed by : Eric Knutzen-
Original release date: 9/30/08
Approved by: Wallace Rezentes
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| COUNTY OF KAUA'I
PERSONAL INFORMATION SECURITY INCIDENT REPORT FORM

CReported by: | o | Toddy's Date: ,
- Phone: . _ Email: :, ! Supervisot:
T Incident or
Division/Agency: breach was Date Discovered: i Time Distovered:
discavered by: :

Theft

1

2.. | Damaged or stolen equipment

3. | tmpropsr disposal/destruction
4 | Computer Virus or Worth

L 5, | Unauthorized/inappropriate use of software

6. | Other

L. | Number of records | | ?
2. | Location of records i
3, | Number.of affected individuals

-Affected persons notified. :
System disconnected from network.
System Back Up.
Records retrigved. o

- Security Breach Notica Prepared.

| ‘Third party contractors notified,

Law anforcement notified.




